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A B O U T  T H I S  G U I D E

Read this first
This guide takes your organisation, a Data Fiduciary under the Digital Personal Data
Protection Act, 2023, from the invitation email to running privacy compliance in Nyvika every
day. It is written for the people who will use the console: the Data Protection Officer, the
Grievance Officer and the privacy team.

How it is organised
Part I · Day one follows Acme Retail's DPO, Ananya Sharma, as she sets up a brand-new organisation.
Do the chapters in order; together they take an afternoon.

Part II · Every day shows the same company a few months later, with real activity: customers
consenting and changing their minds, rights requests, a breach, audits. Use it as a manual for each
area.

Part III · Reference collects what you will look up: which part of the law each screen answers to, every
deadline, routines, roles, troubleshooting and a glossary.

Conventions
Numbered steps are things to do, in order.

DPDP  boxes quote the part of the Act or the DPDP Rules, 2025 that a step answers to.

Built in  boxes are rules Nyvika enforces for you, so nobody can get them wrong by accident.

Tip  and Watch out  boxes are advice from experience.

The line under each chapter title says who can do it (see the roles table in Part III).

ABOUT THE EXAMPLES
Acme Retail India Pvt. Ltd., its customers and staff are fictional. Every screenshot comes from the
running product: Part I from a freshly created organisation, Part II from Nyvika's demo organisation.
Data discovery and the cookie crawler are simulated in this version and are marked where they
appear. Nothing in this guide is legal advice; confirm your obligations with your counsel.
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B E F O R E  YO U  S TA R T

What to have ready
Setting up goes quickly when these answers are at hand. None of them has to be perfect on
day one; everything can be changed later, and Nyvika keeps a record of every change.

You'll need Why Used in

Names and work emails of your
Grievance Officer and Data
Protection Officer

You must publish whom people can contact about their
data, and how to raise a grievance (s.8(9), s.8(10), Rule 9).

Chapter 4

A list of why you collect personal
data: accounts and orders,
marketing, analytics, legal
records…

Each reason becomes a purpose, consented to separately
(s.6(1)).

Chapter 5

For each purpose: what data it
uses and how long you keep it

Shown on the notice; also the yardstick for data
minimisation and deletion (s.8(7)).

Chapter 5

Your processors: CRM, email,
payments, delivery, support,
analytics, hosting — and whether
each has a signed data processing
agreement

Processors may only be engaged under a valid contract
(s.8(2)); they must be told about withdrawals and
erasures.

Chapter 6

The people who will use the
console and their roles

Everyone signs in as themselves, so every action is
attributed.

Chapter 8

Optional: your company's single
sign-on details (Microsoft Entra ID,
Google Workspace, Okta…)

Lets your team sign in with their work accounts. Chapter 9

Optional: the channels you collect
consent on (app, IVR, kiosk, call
centre) and the journeys that ask
for it (app sign-up, home delivery)

Each channel can have its own wording; each journey
can present exactly its own purposes.

Chapter 5, 11

Optional: admin access to your
CRM, marketing tools and other
processors

So withdrawals and erasures reach them automatically. Chapter 10

Someone who can add a script to
your website

The consent banner and notice run on your site. Chapter 11
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Your first week at a glance
Day 1 · DPO
Accept the
invitation, turn
on two-factor,
add contacts and
purposes

→

Day 1–2
Register
processors,
publish notice
v1, invite the
team

→

Day 2–3 · IT
Create a key, add
the widget to a
test site, then
live

→

Day 3–5
Connect your
processors,
require two-
factor, set up
SSO

→

From then on
The daily routine
in Part II

Who does what
Nyvika has four roles. Give each person the least access their job needs; you can change roles at any time.

Role Typically Can

Data Protection
Officer

The DPO or head of privacy Everything, including publishing the notice, approving DPIAs,
API keys, team and security settings.

Grievance Officer Customer-rights and
complaints team

Handle rights requests and grievances; report and manage
breaches.

Privacy Analyst Privacy or data-governance
staff

Edit purposes and draft notices, run discovery, manage
processors, DPIAs and cookies.

Viewer Internal audit, legal,
leadership

See everything, change nothing.
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PA R T  I

Day one: setting up
Ananya Sharma has just been appointed Data Protection Officer at
Acme Retail. Nyvika has created the organisation for her. Everything
else, she does herself, in the eleven chapters that follow.
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C H A P T E R  1

Accept your invitation
Who: everyone, once.

Nobody chooses a password for you. You receive an email with a single-use link and set your
own.

Subject: You're invited to Acme Retail India Pvt. Ltd. on Nyvika
From: Acme Retail India Pvt. Ltd. via Nyvika

Hello Ananya Sharma,

You have been invited to Acme Retail India Pvt. Ltd.'s privacy compliance console on Nyvika, 
as Data Protection Officer.

Set your password and sign in here (the link works once, for 7 days):
https://nyvika.example.com/invite/…

If you weren't expecting this, you can ignore this email.

The invitation page. If your organisation signs in with single sign-on, this
page offers Sign in with single sign-on instead of a password.

If the link doesn't work: links expire after 7 days and work once. Ask your DPO to select Resend on
Settings → Team (the old link stops working). For the organisation's first DPO, Nyvika's operators can send
a new one.

Open the link. The page greets you by name and shows your organisation and role.1

Choose a password and type it twice. It needs at least 10 characters, can't be a commonly used
password and can't be your email address. A few unrelated words make a strong, memorable
password.

2

Select Set password and sign in. You land on the compliance overview.3
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C H A P T E R  2

Protect your account
Who: everyone. Strongly recommended for the DPO before anything else.

Your console account can see who consented to what and can erase people's data. A
password alone is not enough protection for that. Two-factor authentication adds a 6-digit
code from an app on your phone.

Setting up two-factor. The code only turns on once you've proved your app works by entering a code from it.

Select Sign-in security under your name at the bottom of the sidebar.1

Select Set up two-factor and scan the QR code with an authenticator app — Google Authenticator,
Microsoft Authenticator, 1Password or similar. If you can't scan, type the key shown under the code.

2

Enter the 6-digit code the app shows and select Turn on.3

Save the ten recovery codes somewhere safe — a password manager, or printed and locked away.
They are shown once.

4
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Recovery codes. Each lets you sign in once without your phone. The same page lets you change your password
(which signs you out everywhere else), create new recovery codes or turn two-factor off.

Signing in from now on: password, then the code from
your app — or Use a recovery code.

Forgot password? on the sign-in page emails a link that
works once, for an hour.

BUILT IN
Each code works once; a code seen by someone over your shoulder is useless to them.

Resetting a forgotten password signs you out on every device, and two-factor still applies at the
next sign-in.

The forgotten-password page gives the same answer whether or not an address has an account.

Sessions last 8 hours. Every sign-in is written to the audit log, including how it was made.

LOST YOUR PHONE?
Sign in with a recovery code, then set two-factor up again on your new phone. If you have no codes
left, the DPO can reset your two-factor from Settings → Security; you'll set it up again at your next
sign-in.
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C H A P T E R  3

Your overview and the setup checklist
Who: everyone sees it; the DPO works through it.

The compliance overview is where every working day starts. In a new organisation it opens
with a checklist of five things to do before Nyvika can protect anyone.

A new organisation. Each step links to the screen where it's done and ticks itself off as you go.

WATCH OUT

Below the checklist, the health score reads 100 because nothing has gone wrong yet — there is
nothing recorded at all. The checklist says so until setup is complete; don't quote the score before
then.

The five steps are covered in the chapters that follow. Registering processors comes before publishing, so
the notice can say whom data is shared with:

Checklist step Done when Chapter

Add your Grievance Officer and DPO contacts Both email addresses are saved 4

Define why you collect personal data At least one active purpose 5

Publish your privacy notice Notice v1 is published 7

Register the processors that handle data for you At least one processor 6

Start recording consent on your website The first consent arrives from your site 11
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C H A P T E R  4

Organisation details
Who: DPO.

These contacts appear on your privacy notice and in the Privacy Centre, so people know
whom to ask about their data.

Settings → Organisation. Contacts are part of the notice: after changing them, publish a new notice version so
people see the new details.

DPDP ·  S .8(9) ,  S .8(10) ,  S .5(1)  ·  RULE 9
A Data Fiduciary must publish the business contact information of its Data Protection Officer, if it has
one, or of a person who can answer questions about its processing, and must run an effective
grievance mechanism. The notice must say how to exercise rights and how to complain to the Board.

Go to Settings → Organisation.1

Enter the Grievance Officer's and the DPO's names and business email addresses. Use role mailboxes
(such as grievance@ ) rather than personal ones if you can, so they survive staff changes.

2

Enter your Privacy Centre URL: the web address of the hosted Privacy Centre (Chapter 11), or your
own privacy page.

3

Choose which processor connections are switched on (Chapter 10), then save.4
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C H A P T E R  5

Define your purposes
Who: DPO or Privacy Analyst.

A purpose is one reason you process personal data. Consent is asked for, recorded and
withdrawn per purpose, so a customer can agree to order delivery without agreeing to
marketing.

DPDP ·  S .6(1) ,  S .5 ,  S .8(7)
Consent must be free, specific, informed, unconditional and unambiguous, limited to the data
necessary for the specified purpose. Data must be erased once the purpose is no longer served or
consent is withdrawn, unless the law requires keeping it.

Go to Purposes and select Add purpose.1

Code: a short identifier such as MARKETING . Your developers use it; it can't be changed later.2

Legal basis: Consent (s.6) for most purposes — the notice shows an On/Off switch that starts Off.
Choose Legitimate use (s.7) only where the law allows processing without consent, such as keeping
tax records; it's disclosed on the notice, without a switch.

3

Personal data used: tick only the categories this purpose really needs. This list is shown on the
notice and is also the data-minimisation rule: discovery flags any system tagged with this purpose
that holds more.

4

Retention (days): how long you keep the data once the purpose is served or consent is withdrawn.
Nyvika uses this to propose deletions (Chapter 24).

5

Wording: a name and a plain-language description in English. Add translations for the languages
your customers use — any of the 22 languages of the Eighth Schedule. Customers can then read the
notice in them.

6

Select Add purpose. Repeat for each reason.7
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A new purpose. Each choice is explained on the form.

Nyvika · Guide for Data Fiduciaries 11 / 65



Acme's purpose register after day one: account and orders, analytics and marketing by consent; legal
compliance as a legitimate use. Hindi wording was added for each.

TIP ·  WRITING GOOD PURPOSES

One reason per purpose. "Marketing and analytics" is two purposes; bundling them is not specific
consent.

Describe what you do in words a customer understands: "Offers and news by email and SMS", not
"CRM engagement".

Retire a purpose you no longer use instead of deleting it; the history of what people agreed to
stays intact.

Wording for specific channels (optional)
If you ask for consent on more than a website — a phone menu, a kiosk, a call centre — each purpose can
have wording written for that channel. On an IVR call, for example, the notice has to work when read
aloud.

Edit the purpose and find Wording for specific channels.1

Choose the channel and language, select Add wording, and write the name and description as they
should be shown or read out.

2

Save. The channel wording is published with the next notice version, like any other change.3
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An IVR script for the offers purpose. People on that channel get this wording in their
language; where there is none, they get the purpose's normal wording in their language —
the language always comes first.

Business processes (optional)
A business process is one journey that asks for consent — your app's sign-up screen, home delivery, a
loyalty programme — with the purposes it presents, in order. Apps then ask for "their" screen, and each
consent records which journey it came from.

Processes, with each journey's purposes in order and how many consents came through it in the last 30 days.
Retire a process when the journey is withdrawn; consents already given keep it.

Go to Processes (under Consent) and select Add process.1

Give it a code (such as APP_SIGNUP ), a name, the owning team and the channels it runs on.2

Add its purposes and put them in the order the screen shows them.3
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C H A P T E R  6

Register your processors
Who: DPO or Privacy Analyst.

Processors are the companies that handle personal data on your behalf. The register drives
the "Shared with" line on your notice and decides who is told when someone withdraws
consent or asks to be erased.

The processor register, sorted by risk. Each risk badge explains itself: missing agreements,
sensitive data and processing outside India raise it.

DPDP ·  S .8(2) ,  S .16
A Data Fiduciary may engage a processor only under a valid contract. Transfers outside India are
allowed except to countries the government restricts, so the register records each processor's
location.

Processors without a signed agreement appear on the overview's attention list and lower the health score
until you record one. That's intended: it is a gap the Board could ask about.

Go to Processors and add each one: name, the service it provides, category and the country (and
region) where it processes data.

1

Link it to the purposes it serves and tick the data categories it receives.2

Record the data processing agreement: signed (with dates), pending or none; and the result of
your security review.

3

For processors Nyvika has a connector for, set the integration so Nyvika can instruct them directly
(Chapter 10).

4
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C H A P T E R  7

Publish your privacy notice
Who: DPO or Privacy Analyst drafts; only the DPO publishes.

You don't write the notice from scratch. Nyvika builds it from your purposes, processors and
contacts; you review it and publish it as a numbered version. The published version is exactly
what people consent to.

DPDP ·  S .5 ,  S .6(10)  ·  RULE 3

Every consent request comes with a notice itemising the data and purposes, how to withdraw and
exercise rights, and how to complain to the Board, in English or any Eighth Schedule language. The
fiduciary must be able to prove the notice was given: Nyvika records its version and language with
every consent.

Go to Notice & banner. The draft shows what the next version will contain and what changed since
the current one.

1

Read it in each language you added. Fix wording in Purposes; the draft updates.2

Write a change summary (kept with the version as the record of why it changed).3

For later versions, decide whether to require re-consent (see below). For the first version there is no
one to ask.

4

Select publish, read the confirmation and confirm.5
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The first draft: pending changes, the notice preview in any language, and the publish panel.

Publishing needs a second click. A published version replaces the previous
one immediately and can't be unpublished; old versions are kept as evidence.

If purposes have channel wording, the preview has a channel selector, and the list of changes names the
channels whose wording changed.

When to require re-consent
Tick Require re-consent when a change affects what people agreed to: new data, a new processor, a
changed purpose. People whose consent predates the new version are asked again on their next visit
(Chapter 18). Wording fixes and new translations don't need it.
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C H A P T E R  8

Invite your team
Who: DPO.

Inviting a colleague. Choose the least access their job needs.

Go to Settings → Team and select Invite member.1

Enter the person's name and work email and choose a role. The form lists what the role can do.2

Select Send invitation. They receive the same kind of email you did (Chapter 1).3
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Pending invitations show as Invited with the link's expiry. Resend sends a new link (the old one stops working);
Cancel invitation withdraws it. Once someone signs in, they show as Active.

IF  EMAIL ISN' T  WORKING YET

Nyvika shows the invitation link on screen instead, so you can pass it on yourself. Send it privately:
whoever opens it first can set the password.

Later, change someone's role from the same table, or Deactivate them when they leave: they are signed
out at once and can't sign in again, and their past actions stay in the audit log. You can't remove your own
DPO access, so an organisation always has one.
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C H A P T E R  9

Secure the console
Who: DPO.

Once everyone has been invited, make two-factor mandatory and, if your company has one,
connect your identity provider.

Settings → Security. Who has two-factor, the organisation-wide requirement,
and single sign-on.

Require two-factor for everyone
Tick Require two-factor authentication. Anyone without it is taken to their sign-in security page and
can't use the rest of the console until they set it up. You can only switch this on from a session that itself
used two-factor, so you can't lock yourself out.

Single sign-on (OpenID Connect or SAML 2.0)

Single sign-on matches people to existing console accounts by email and never creates accounts, so invite people first. Even
when it's required, the DPO can still sign in with a password and two-factor, so an outage at your identity provider can't lock
you out. If someone loses their phone, Reset next to their name clears their two-factor.

Choose the protocol your identity provider offers. OpenID Connect: register a web application with
the redirect URI shown on the page and enter the provider's issuer URL, client ID and client secret.
SAML 2.0: register a SAML application with the ACS URL and entity ID shown on the page (NameID
format: email address), then enter the provider's sign-on URL and paste its signing certificate.

1

Enter your company's email domains. Nyvika checks it can reach the provider (or read the
certificate) when you save.

2

Try it: sign out and choose Sign in with single sign-on on the sign-in page.3

Optionally tick Require single sign-on: passwords stop working for those domains.4
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C H A P T E R  1 0

Connect your processors
Who: DPO, with the administrators of your CRM, marketing and support tools.

When someone withdraws consent or has their data erased, the law expects your
processors to act on it too (s.6(6), s.8(7)(b)). Connected, Nyvika tells each processor directly,
within minutes, and keeps a delivery log.

Settings → Integrations. Processors are grouped by kind; Set up opens a
card that lists exactly what access to grant and what Nyvika will do.

Kind Processors What Nyvika does

CRM HubSpot, Salesforce, Zoho CRM,
Freshsales

Withdrawal of a marketing purpose opts the person
out (unsubscribe, Email Opt Out, Do Not Call);
erasure deletes their records.

Engagement platforms WebEngage, MoEngage,
CleverTap

Turns the person's email, SMS, push and WhatsApp
opt-ins off; erasure deletes the profile. Tell Nyvika
whether your app identifies users by email or
phone.

Email marketing Mailchimp, Brevo, SendGrid Unsubscribes or suppresses the address; erasure
deletes the contact.

WhatsApp Gupshup, Interakt, WATI Opts the number out so template messages stop;
these providers have no profile deletion, and the log
says so.

Support desks Zendesk, Freshdesk Nothing on withdrawal (not marketing); erasure
permanently deletes the person's user record.

Payment gateways Razorpay, PayU No self-service erasure API: Nyvika emails a formal
erasure request to the privacy contact you enter
and records that it was sent.

Advertising Google Ads (Customer Match),
Meta custom audiences

Removes the person's hashed email or phone from
the audience.
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Kind Processors What Nyvika does

Your own systems Signed webhook Posts each withdrawal and erasure, signed with a
shared secret, to a URL your developers provide;
their reply is the acknowledgement.

Only processors that appear in your Processors register with the matching integration are told, so mark
each vendor with its integration (Chapter 6). If a system isn't on the list, use the signed webhook or ask
Nyvika for a connector.

BUILT IN
Credentials are stored encrypted and never shown again; only a masked hint.

To reach the processor, Nyvika keeps each person's email or phone in an encrypted vault, decrypts
it only at the moment of sending, and destroys it once an erasure has reached every processor.

Failed deliveries are retried automatically and listed under Settings → Processor sync (Chapter
21).
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C H A P T E R  1 1

Put Nyvika on your website
Who: DPO creates the key; your web developer adds the code.

The Nyvika widget shows the cookie banner, the itemised notice at sign-up and checkout,
and the preference centre. It always shows the current published notice, so publishing a
new version needs no code change.

1 · Create a publishable key

A new publishable key. Publishable keys are safe in web pages: they can only read the notice, record consent
and start a rights request, and only from your own domain. Secret keys are for your servers and must never be
put in a browser or app.

2 · Add the widget
Your developer copies the snippets from Notice & banner → Embed code, which already contain your
addresses:

Go to Settings → API keys. Choose Publishable, give it a label such as "Website" and create it.1

Copy the key now: it is shown once. Only a hash is stored; if you lose it, revoke it and create another.2
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Embed code, shown here from a test installation; in your console the snippets contain your own Nyvika
addresses and key prefix. 1 · the banner on every page; 2 · the notice with one switch per purpose in sign-up and
checkout forms; 3 · asking again after a re-consent notice; 4 · a "Privacy choices" link to the preference centre.

To hold back analytics or advertising scripts until the visitor allows them, change their tag to <script
type="text/plain" data-nv-category="ANALYTICS">  (or FUNCTIONAL , ADVERTISING ). The widget runs them
only once that category is allowed. Unclassified cookies never load.

3 · Apps, channels and processes
Give each app or system its own publishable key. If you use business processes, open the key's Routing to
choose its default process, other processes it may ask for, and short labels an app can send instead of
codes (for example signup-screen ).

Routing for the mobile app's key. The app asks for signup-screen  and gets the App sign-up purposes, in
order.
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Your developer then tells the widget where it is running — Nyvika.init({ …, channel: "app", ref:
"signup-screen" })  — or sends the same fields with API calls. Each consent records its channel and
process, and both are part of its tamper-evident entry:

A consent from the app in Consent records: "via web · Mobile app · process APP_SIGNUP", with the ledger
intact.

WATCH OUT
Don't give a default process to the key your website or hosted Privacy Centre uses: they would show
only that process's purposes. Keep routing on the app keys that need it.

4 · The Privacy Centre
The hosted Privacy Centre is where customers prove who they are with a one-time code and then see and
change their consent, and make rights requests (Chapter 14). Link to it from your footer and account
pages, and put its address in Settings → Organisation.

TIP ·  GO LIVE SAFELY
1. Add the widget to a staging copy of your site first. Sign up with a test address and check the

consent appears in Consent records.

2. Withdraw it from the preference centre and check the withdrawal is recorded too.

3. Then deploy to your live site. The first real consent completes the last step of the setup checklist.

WATCH OUT
A publishable key only works on your organisation's own domain and its subdomains. If the banner
doesn't appear on a different domain, that's why — ask Nyvika to add it.
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C H A P T E R  1 2

Notifications and retention
Who: DPO.

Two last settings decide who hears from Nyvika, and what happens when data is due for
deletion. The defaults are sensible; check they suit you.

Settings → Notifications.

Email requesters about their requests (on by default): people hear when their request is received,
changes status, gets a message from your team or is completed — by email, or SMS if they gave a
phone number, in English or Hindi.

Daily deadline digest (9:00 IST): everyone who handles requests gets their overdue and soon-due
requests; the DPO and grievance officers also get every unassigned one. Choose how many days'
warning, or switch it off.
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Retention settings.

When a deletion falls due: Ask us first (recommended to start) puts each deletion in a queue for the
DPO or Grievance Officer to approve, or to keep with a reason. Delete automatically carries them out
every morning and records each one.

Erase people after long inactivity: for large e-commerce, gaming and social platforms under Rule 8
and the Third Schedule — 3 years. People are warned 48 hours before; anything they do in that time
cancels it.
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C H A P T E R  1 3

You're live
By the end of day one, Acme's checklist shows four of five steps done. The fifth ticks itself off
when the website records its first consent.

The overview at the end of day one. The attention list has already found something real: two processors
without signed agreements.

Day-one checklist
Invitation accepted, two-factor on, recovery codes stored safely☐

Grievance Officer and DPO contacts saved☐

Every purpose added, with data categories, retention and translations☐

Every processor registered, with agreement status☐

Notice v1 published☐

Team invited with the right roles; two-factor required☐

Single sign-on set up (if you use it)☐

Channel wording and business processes set up, and app keys routed (if you use them)☐

Processors connected (CRM, marketing tools, support desk — whichever you use)☐

Publishable key created; widget on a test site, then live☐

Privacy Centre linked from your website☐

Notification and retention settings reviewed☐
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PA R T  I I

Every day: running
compliance
Months have passed. Thousands of Acme's customers have consented
through the website, some have changed their minds, a few have
asked for their data or complained, and one weekend a breach started
a 72-hour clock. This part shows how each of those is handled, screen
by screen.
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C H A P T E R  1 4

What your customers see
It helps to know the other side of the screen. Everything here is the widget and the Privacy
Centre on your website, in the customer's language.

The cookie banner. Reject all is as easy as Accept all; nothing
optional loads before a choice.

Customise: one switch per category, off by default.

The notice at sign-up: every purpose with its own switch, the data it uses, how long it's kept and who it's shared
with; legitimate uses are disclosed without a switch. Language can be changed right there.
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After a notice change that requires re-consent, returning customers see what changed and choose again.

The Privacy Centre: customers enter the email or mobile
number they gave you…

…and prove it's theirs with a 6-digit code sent by email or
SMS. (The demo shows the code on screen.)
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Their choices: switch any purpose off; withdrawal is one
click, as easy as consenting.

Their rights: access, correction, erasure, nomination or a
grievance, tracked with a ticket number.

BUILT IN

Codes are single-use, expire after 10 minutes and allow 5 attempts; at most 3 codes are sent per
10 minutes.

A request made after signing in with a code arrives already marked identity verified.

Nyvika stores people's identifiers only as keyed hashes. Readable contact details exist only in the
encrypted vault used to reach processors and to send updates.
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C H A P T E R  1 5

Your morning: the overview
Who: everyone; the DPO owns it.

Start the day with Needs attention: every legal clock that is running and every open gap,
most urgent first. Each item links to where it's fixed.

A normal Monday at Acme: overdue requests, a Board report due, processors without agreements, an
unpublished purpose change and a DPIA waiting for review.

The health score
One number from 0 to 100 summarises six measures. Use it for trends and board reporting; use the
attention list for today's work.

Measure Weight What moves it

Rights deadlines met 25% Requests in the last 90 days closed on time, or still inside their
window

Data minimisation 20% Systems holding no more personal data than their purposes need

Consents on the current notice 15% Share of active consents given on the latest notice version

Processor sync delivered 15% Withdrawal and erasure instructions delivered, last 30 days

Processors under contract 15% Active processors with a signed, unexpired agreement

Breaches reported within 72
hours

10% Incidents in the last 12 months reported to the Board in time

80 or more reads Healthy; 60–79 Needs attention; 40–59 At risk; below 40 Critical.
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Rights requests and grievances
Who: Grievance Officer and DPO.

Every request from the Privacy Centre, the widget or your own channels lands in one queue,
with a ticket number and a deadline clock that starts when it's filed.

Requests & grievances. Filter by status, type and assignee. Each row shows how much of the window is used;
red means overdue.

Request The law What you do in Nyvika

Access s.11 Export a summary of the person's data, consents and who it was shared with

Correction s.12 Correct the data in your systems, then fulfil with a note of what changed

Erasure s.12(3) Execute erasure: withdraws every consent, redacts the evidence trail and instructs
every processor

Nomination s.14 The nominee's details arrive with the request; check them and fulfil it, so the nominee
can act for the person on death or incapacity

Grievance s.13 · Rule
14(3)

Investigate and respond; must be redressed within 90 days

Working a request
Open the request and assign it (to yourself or a colleague).1

Check identity. Requests made after a Privacy Centre code are verified already; otherwise record
how you verified (for example, a call-back to the registered mobile). Export and erasure are refused
until identity is verified.

2
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Move it to In progress. Use On hold if you are waiting on the person — the clock keeps running.3

Add notes: internal ones for the team, or messages the person sees in the Privacy Centre (and is told
about by email or SMS).

4

Do the work: export, execute erasure, or correct. Access and erasure requests can only be fulfilled by
actually doing them.

5

Close it as Fulfilled with a resolution note, or Rejected with a reason the person can take to the
Board. Closed requests can't be reopened; a new request is filed instead.

6
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A request. The requester panel (identity, current consents, other requests), the workflow with the fields each
move needs, notes, and a tamper-evident timeline.

DEADLINES

Nyvika's default window for rights requests is 30 days, which your organisation can change;
grievances must be redressed within 90 days (Rule 14(3)). The daily digest warns assignees before
the deadline (Chapter 12).
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C H A P T E R  1 7

Proving consent
Who: everyone can look; every lookup is logged.

When a customer says "I never agreed to that", Consent records answers in one screen:
which purposes, on which notice version, in which language, through which channel, and
when.

Consent records. Type the person's email or phone; it is compared as a hash and never stored. Each entry is
chained to the one before, so any tampering is visible; Verify entire ledger checks every customer's chain.

Where your apps send them, each entry also shows the channel (such as Mobile app or IVR) and the
business process the consent was given in — so you can show exactly which wording the person saw
(Chapter 11).

DPDP ·  S .6(10)

Where consent is the basis for processing, the Data Fiduciary must prove that notice was given and
consent obtained. This screen, and the ledger proof report (Chapter 26), is that proof.
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C H A P T E R  1 8

Changing your notice
Who: Privacy Analyst or DPO edits purposes; the DPO publishes.

Business changes: a new purpose, a new processor, longer retention. Edit the register as
usual; nothing reaches customers until you publish a new notice version.
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A change waiting to be published. Acme has added a personalisation purpose. The page lists exactly what
differs from the current version and how many active consents were given on older versions.

Review the pending changes and the preview in each language.1

Write the change summary. Decide on re-consent: required when the change affects what people
agreed to.

2

Publish. Customers with older consents are asked again on their next visit (Chapter 14); the overview
tracks how many consents are still on older versions.

3
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Breaches: the 72-hour clock
Who: Grievance Officer and DPO.

Report a suspected breach as soon as you know. The moment you record when it was
detected, Nyvika starts the Rule 7 clock and lays out every step in order.

The breach register, with each incident's clock and status.
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An incident. The Board-report clock, the response checklist with timestamps, what happened, affected systems
and data, cause and remediation, drafts of the Board report and the customer notice, and the timeline.

DPDP ·  S .8(6)  ·  RULE 7

On becoming aware of a personal data breach, the fiduciary must intimate the Board and each
affected person without delay, and file a detailed report with the Board within 72 hours covering
what happened, its extent and likely impact, mitigation, the cause, remediation and the notices sent.

Contain the breach and mark it contained.1

Intimate the Board without delay with what you know so far.2

File the detailed report with the Board within 72 hours. Nyvika drafts it from the incident's facts;
gaps are left as placeholders rather than invented.

3

Notify affected people without delay: Nyvika sends the breach notice by email or SMS to everyone it
can reach, in their language. Before you send, it shows how many people will get it, and by which
channel.

4

Resolve once remediation is recorded, then close — possible only when the Board report is filed and
people are notified.

5
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C H A P T E R  2 0

Where your data lives
Who: Privacy Analyst or DPO.

PII inventory shows which personal data each of your systems holds and flags anything
beyond what its purposes need. Data flows shows where data goes.

PII inventory. Systems down the side, data categories across; red means data held beyond the system's
purpose. Aadhaar, card and account numbers are recognised with their checksums and context, and findings are
stored masked.
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Data flows. Collection points, your systems, and internal and third-party recipients. Flows outside India and to
processors without agreements are flagged.

Connecting a real data store
A store can be registered with or without a connection. Without one it still counts in data flows and breach
impact; with read-only credentials, a scan samples it for Indian personal data. Ten kinds of store can be
connected: PostgreSQL, MySQL and MongoDB databases; Amazon S3 (and S3-compatible) and Azure Blob
storage; Google Drive and SharePoint or OneDrive folders; BigQuery and Snowflake warehouses; and the
contacts in a CRM you have already connected under Settings → Integrations. Credentials are encrypted
on arrival and never shown again. A scan reads a bounded sample (at most 200 tables, 20 rows each, 500
objects, 64 KB per document), keeps only the masked findings, and never copies your data.

If you already run a discovery or data-security tool, Import inventory takes its findings as CSV or JSON
instead, so you don't pay for a second scanner.

How to: connect a Google Drive folder
Nyvika can't sign in to Google as you. Instead you create a service account, which is a robot account Google
provides, share the folder with it as a viewer, and give Nyvika the robot's key file. The whole job takes
about ten minutes.
Part A: create the service account (in Google Cloud, once per organisation)

Go to console.cloud.google.com and sign in with your Google Workspace account. In the project
drop-down at the top, choose New Project, name it nyvika, create it and select it.

1

In the search box type Google Drive API, open it and select Enable. Without this step Google refuses
the connection later.

2

Left menu → APIs & Services → Credentials → + Create credentials → Service account. Name it
nyvika-discovery, select Create and continue, then Done; no roles are needed.

3
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Part B: share the folder (in Google Drive, per folder)

Part C: add the store in Nyvika (PII inventory → Add data store)

A Google Drive folder after its first scan. A sheet in the folder held a phone number, an email address and a
PAN, each stored masked with its confidence. The folder's declared purpose (enquiries) doesn't need a PAN, so
the store is flagged un-minimised and the PAN marked red: either that column goes, or there is a real purpose for
it that belongs on the register.

Open the new service account and note its email address, which ends in .iam.gserviceaccount.com .4

On its Keys tab: Add key → Create new key → JSON → Create. A file downloads. It is the robot's
password: keep it private and never paste it anywhere but the Nyvika form.

5

Right-click the folder → Share. Paste the service account's email, set it to Viewer, untick Notify
people, and share.

1

Open the folder and copy the id from the address bar: everything after /folders/  in
drive.google.com/drive/folders/… . For a shared drive, use the drive's id the same way.

2

Kind of store: Google Drive. Name: what your team calls the folder; it appears in the inventory, in
breach reports and in the record of processing.

1

Locator: paste the folder id after the gdrive://  prefix.2

Declared purpose: the purpose this folder serves. This is what the scan checks against: any category
of data found that the purpose doesn't need is flagged for minimisation.

3

Encrypted at rest: attest it. Google encrypts Drive at rest.4

Service account key: open the downloaded file in a text editor and paste its entire contents, braces
included.

5

Select Add store, then Run deep scan. Within a minute the store shows what it found.6
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TRY IT  ON A TEST FOLDER FIRST

Make a folder with one Google Sheet of made-up rows (a name, a phone number, an email, a PAN)
and connect that before a real one. You'll see exactly what a finding looks like, and the red PAN
marker shows how minimisation flags work, in a minute.

LIMITS
A store reads the files directly inside the folder, not its subfolders; add each subfolder as its own
store. Google Sheets and Docs are read as text, plus small CSV, text and JSON files; PDFs, images and
scans are not. Scans are started from the console, not scheduled. If key creation is greyed out in
Google Cloud, your Workspace has a policy blocking service-account keys and an administrator must
allow it.
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Processors, over time
Who: Privacy Analyst or DPO.

Keep the register current: agreements expire, reviews lapse, vendors change. The register
warns about agreements expiring within 30 days.

The processor register a few months in.

When a new agreement is signed, open the processor, set it to Signed with its dates, and save: the
attention item clears and the health score rises. When you stop using a processor, offboard it rather than
deleting it, so the history stays.
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Settings → Processor sync: every withdrawal and erasure instruction sent to your connected processors, with
its status and attempts. Failed ones are retried automatically; you can retry by hand once you've fixed the cause.
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C H A P T E R  2 2

Impact assessments
Who: Privacy Analyst writes; the DPO approves.

Before launching something that processes personal data in a new way — profiling, a new
tracking tool, a large new dataset — write a DPIA. Twelve questions score the risk as you
answer.

Impact assessments and their status.
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An assessment: linked purposes, systems and processors, answers, the live risk meter, mitigations and the
DPO's review.

DPDP ·  S .10  ·  RULE 13

Significant Data Fiduciaries must carry out periodic DPIAs and audits. For everyone else, a DPIA is
good practice and the best evidence that privacy was considered before launch.

Create the assessment, link the purposes, systems and processors involved, and answer all twelve
questions.

1

Write the mitigations and submit. The assessment is locked while in review.2

The DPO approves it, or rejects it with a note; a rejected assessment goes back to draft. Authors can't
approve their own.

3
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C H A P T E R  2 3

Cookies
Who: Privacy Analyst or DPO.

The cookie inventory lists every cookie on your site and its category, with how visitors are
choosing. New cookies found by a scan are Unclassified and never load until you classify
them.

Cookie compliance. Banner decisions, opt-in rate per category, and the inventory with a category selector per
cookie.

Run a scan monthly, and after any website release. Classify each new cookie as necessary, functional,
analytics or advertising; visitors who allowed that category get it from their next visit.

IN THIS  VERSION
The cookie crawler is simulated; a real crawl of your site is on the roadmap. Add and classify cookies
you know about in the meantime.

Nyvika · Guide for Data Fiduciaries 53 / 65



C H A P T E R  2 4

Retention and deletion
Who: Grievance Officer and DPO approve; DPO sets the rules.

Every morning Nyvika works out whose data has outlived its purpose: consent withdrawn
longer ago than the purpose's retention period, or (if switched on) long inactivity. With Ask
us first, each deletion waits here for a decision.

Retention. Nothing is due today at Acme; when something is, each item says exactly what will happen before
you approve it.

Approve to carry out the deletion: processors holding the data only for expired purposes are told to
erase it, and once nothing about the person is needed, their encrypted contact details are destroyed
and the evidence trail redacted.

Keep with a reason, such as a legal hold; it isn't proposed again.

Inactivity erasures warn the person 48 hours ahead; anything they do in that time cancels it.

Nyvika also clears its own short-lived records: sign-in code records after 30 days, notification texts after a
year (breach notices are kept as proof), and cookie-banner decisions after 13 months.
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Notifications
Who: everyone can see; the DPO manages settings.

Settings → Notifications: every email and SMS Nyvika sent or is sending — request updates, deadline digests,
breach notices and inactivity warnings. Recipients are described, never shown.

Check the Failed filter weekly. A failure usually means a bounced address or an SMS template problem; fix
the cause and retry. Someone who wasn't told about their request may not know it was completed.
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Reports and the audit log
Who: everyone; exports are logged.

When an auditor, the board or the Data Protection Board asks, the answer is a download.

Reports as CSV (opens safely in Excel) or JSON, with a preview.

Report Contains Typically for

Record of
processing

Every purpose: basis, data, retention, systems, processors, transfers
outside India, active consents

Auditors, the Board

Consent ledger Every consent entry with its hash-chain links Proving consent

Consent summary Current state by purpose and notice version Management

Rights request
register

Every request with channel, identity, assignee, dates and SLA outcome Auditors, the Board

Breach register Detection, containment and notification times; 72-hour compliance The Board

Processor register Contracts, reviews and risk per processor Procurement,
auditors

Cookie register Every cookie and its category Web and marketing
teams

Console audit log Who did what, when Internal audit

Ledger integrity
proof

Recomputation of every customer's consent chain Evidence of no
tampering
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Settings → Audit log. Every change, sign-in, lookup and export, with who and when; filter by area.
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PA R T  I I I

Reference
What the law asks and where Nyvika answers it, every deadline in one
place, routines for the privacy team, roles, troubleshooting and a
glossary.
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R E F E R E N C E

The law, mapped to Nyvika
The obligations of a Data Fiduciary under the DPDP Act, 2023 and the DPDP Rules, 2025, and
where each is handled.

Provision Obligation In Nyvika

s.4, s.7 Process only for a lawful purpose, with consent or for a
legitimate use

Purposes with a legal basis (Ch.
5)

s.5 · Rule 3 Give an itemised notice with every consent request, in
English or an Eighth Schedule language

Notice & banner, widget,
translations, channel wording
(Ch. 5, 7, 11)

s.6(1) Consent free, specific, informed, unconditional and
unambiguous, per purpose

One switch per purpose, off by
default (Ch. 5, 14)

s.6(4) Withdrawing consent as easy as giving it Preference centre, Privacy
Centre (Ch. 11, 14)

s.6(6), s.8(7)(b) Processors stop processing on withdrawal and erase on
erasure

Processor connectors and sync
log (Ch. 10, 21)

s.6(10) Prove notice was given and consent obtained Consent records, tamper-evident
ledger, ledger proof (Ch. 17, 26)

s.8(2) Engage processors only under a valid contract Processor register with
agreement status (Ch. 6, 21)

s.8(5) Reasonable security safeguards Two-factor, single sign-on, roles,
audit log, encryption (Ch. 2, 9)

s.8(6) · Rule 7 Intimate the Board and affected people of a breach;
detailed report within 72 hours

Breach register, checklist, drafts,
breach notices (Ch. 19)

s.8(7) · Rule 8 Erase data when the purpose is served or consent
withdrawn; erase after inactivity for listed platforms, with
48 hours' warning

Retention queue and settings
(Ch. 12, 24)

s.8(9), s.8(10) · Rule 9 Publish contact details; run a grievance mechanism Organisation contacts,
grievances (Ch. 4, 16)

s.10 · Rule 13 Significant Data Fiduciaries: DPO, DPIA, audits DPIAs, reports, audit log (Ch. 22,
26)

s.11–s.14 Rights to access, correction and erasure, grievance
redressal and nomination

Requests & grievances (Ch. 16)

s.16 Transfers outside India, except to restricted countries Processor and system locations,
data flows (Ch. 6, 20)

Provisions are summarised. Confirm with your counsel which apply to your organisation, especially if you are notified as a
Significant Data Fiduciary.
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Every deadline and clock
Clock Length Starts What happens

Rights request 30 days (default,
configurable)

When the request is
filed

Countdown on the queue; digest
warnings; overdue on the overview

Grievance 90 days (Rule 14(3)) When the grievance is
filed

As above

Breach report to
the Board

72 hours (Rule 7(2)(b)) When the breach is
detected

Live clock on the incident and the
overview

Inactivity warning 48 hours before erasure
(Rule 8)

When the erasure is
approved or due

Warning by email or SMS; any activity
cancels it

Inactivity period 3 years for listed platforms
(Third Schedule)

Last activity Proposed for erasure

Purpose retention Set per purpose When consent is
withdrawn

Proposed for deletion

Deadline digest Daily, 9:00 IST — Email to officers with due and
overdue requests

Retention check Daily, 9:30 IST — New deletions queued (or carried out,
if automatic)

Privacy Centre
code

10 minutes, 5 attempts When sent Expires

Console session 8 hours Sign-in Sign in again

Invitation link 7 days, single use When sent Resend from Settings → Team

Password reset
link

1 hour, single use When requested Request another

Processor
agreements

Warned 30 days before
expiry

— Shown on the processor register
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Routines for the privacy team
Every day

Every week

Every month

Every quarter or year

Overview: work the Needs attention list from
the top

☐

Requests: new requests assigned; nothing
waiting on identity

☐

Any open breach: next step on its checklist☐

Retention: approve or keep what's due☐

Notifications: nothing in Failed☐

Processor sync: no failed deliveries☐

Requests on hold: still waiting for a reason☐

Cookie scan; classify anything new☐

Processors: agreements expiring soon; new
vendors registered

☐

Health score trend reported to management☐

Team: leavers deactivated, roles still right☐

Purposes: still accurate; retention periods still
right

☐

Notice: re-read in every language☐

DPIAs for anything new or changed☐

Export the record of processing and rights
register for audit

☐

Verify the entire consent ledger☐
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Roles and permissions
Can… DPO Grievance

Officer
Privacy
Analyst

Viewer

See everything ✓ ✓ ✓ ✓

Handle rights requests and grievances ✓ ✓

Report and manage breaches ✓ ✓

Approve retention deletions ✓ ✓

Edit purposes and draft the notice; discovery, processors,
DPIAs, cookies

✓ ✓

Publish a notice version ✓

Approve or reject a DPIA ✓

Team, security, API keys, integrations and organisation
settings

✓

Everyone manages their own password and two-factor under Sign-in security.
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Troubleshooting
Problem What to do

My invitation link says it can't be used It has expired (7 days) or was already used. Ask your DPO to resend it from
Settings → Team.

The invitation email never arrived Check spam. Your DPO can resend it; if email isn't working, Nyvika shows the
link on screen for the DPO to pass on privately.

I forgot my password Use Forgot password? on the sign-in page. If your company uses single
sign-on, sign in that way instead — there's no password to reset.

I lost my phone Sign in with a recovery code, then set two-factor up again. No codes left? Ask
the DPO to reset your two-factor.

"Your organisation requires two-
factor authentication"

Set it up on the page you're taken to (Chapter 2); the rest of the console
opens once it's on.

"Your organisation signs in with
single sign-on"

Use Sign in with single sign-on on the sign-in page.

I can see a screen but not change it Your role doesn't include that action (see Roles). Settings shows a note
saying so.

A page shows only some of our
purposes

Its key has a default process (Settings → API keys → Routing), or the page
asks for a process. Remove the default from website and Privacy Centre
keys.

An app gets "Unknown reference" or
"isn't allowed to use process"

The label isn't set up on that app's key, or the process isn't its default or one
of its allowed processes. Check the key's Routing.

The banner doesn't appear on our
website

Check the script is on the page, the key is a publishable key that hasn't been
revoked, and the site is on your organisation's domain or a subdomain.

A consent from our site isn't in
Consent records

Search by the exact email or phone used. Check that the site calls
Nyvika.capture  when the form is submitted.

A processor shows "failed" Open the integration and select Test connection; the error says what's
wrong (often an expired token or a missing permission). Then retry from
Processor sync.

Notifications show "failed" Usually a bounced address or an SMS template issue. Fix it, then retry the
notification.

The health score dropped The score card shows each of its six measures and what lowered it; the
attention list names the specific item to fix.
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What's still simulated
This version of Nyvika is complete for consent, notices, rights, breaches, processors, discovery, retention
and the console. What remains simulated or unverified:

The cookie crawler reports a fixed set of cookies rather than crawling your site in a browser. Cookies
you declare or add are real; unknown ones stay blocked until classified.

Connectors are tested against stand-ins of each vendor's published API. Google Drive has also been
run against a live Google account; the other data-store and processor connectors meet a real account
for the first time during your onboarding, with your own sandbox or trial credentials.

Email, SMS, WhatsApp, processors and data stores are real once your organisation's accounts are
connected.
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Glossary
Data Fiduciary The organisation that decides why and how personal data is processed — you.

Data Principal The person the data is about: your customer, user or visitor.

Data Processor A company that processes personal data on your behalf, such as your CRM or
delivery partner.

Significant Data Fiduciary A fiduciary the government notifies as such because of the volume or sensitivity of
its processing; it has extra obligations (s.10).

Data Protection Board The authority that receives breach reports and hears complaints under the Act.

Purpose One specific reason for processing personal data. Consent is given and withdrawn
per purpose.

Channel Where a notice is given: website, app, IVR, kiosk, call centre or paper. A purpose can
have wording for a specific channel.

Business process One journey that asks for consent (such as app sign-up), with its purposes in order.
Consents record the process they were given in.

Routing A key's default process, allowed processes and labels, set under Settings → API
keys.

Legitimate use Processing allowed without consent under s.7, such as legal obligations. Disclosed,
but without a consent switch.

Notice version A published, numbered snapshot of your notice. Each consent records the version
and language it was given on.

Re-consent Asking people again after a notice change that affects what they agreed to.

Consent ledger The chain of consent records for each person, linked so any alteration is detectable.

Rights request (DSR) A request to access, correct or erase data, nominate someone, or raise a grievance.

DPIA Data protection impact assessment: a structured look at the risks of a processing
activity before it starts.

Publishable key A key for your website; it can only show the notice, record consent and start rights
requests, and only from your domain.

Secret key A key for your servers with full access. Never put it in a web page or app.

Privacy Centre The page where customers verify with a code and manage their consent and
requests.

Two-factor authentication Signing in with your password plus a code from an app on your phone.

Single sign-on Signing in with your company account through your identity provider.
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